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"Web Server"
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"Web Server"

OS: Ubuntu 8.10
TCP: 22 ssh
samba 2:3.2.3
VMware Server 2.0
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IP 192.168.10.101

OS Windows 2003 SP2
Name Skynet

Services: Active Directory
DNS, NetBIOS, NTP
Client Apps
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IP 192.168.10.102

OS Ubuntu Linux 8.10
Name mailserver
Services: ssh, pop3, smtp,
samba

Client Apps

Firefox

IP 192.168.10.103

OS Ubuntu Linux 8.10
Name webserver
Services: ssh, apache2,
ircd (znc)

IP 192.168.10.104
OS Ubuntu Linux 8.10
Name pwnage
Services: ssh

Capture Device A

P 192 168.10.121 )
OS: Ubuntu 8.10 ===
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IP: 192.168.10.124
0OS: Windows XP
Name: SOURCEFI-399363
Services: Windows

Filesharing
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VMware Host

IP 192.168.10.101

OS: Ubuntu 8.10. Services: ssh, samba 2:3.2.3, VMware Server 2.0
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IP 192.168.10.125

OS Windows XP
Name Quark2
Services: Default MS
Client Apps: Outlook
Express 6

OS Windows XP

Name Wintermute

User: Alice

Services: Default MS
Client Apps: IE6, Outlook
Express 6, MSN 4.7
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IP 192.168.10.128

OS Windows XP

Name wopr

User: Mallory
Services: Default MS
Client Apps: Bittorrent,

IE6, MSN 4.7, A
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IP 192.168.10.120

OS: Apple OSX

Name None

Services: None (locked
down)
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Student7 OS: Ubuntu 8.10. Services: ssh,

VMware Host
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0OS: SF Linux

Center 4.8

Student 12

\

IP: 192.168.10.222

Sourcefire Defense

samba 2:3.2.3, VMware Server 2.0
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IP 192.168.10.221
0OS: SF Linux
Sourcefire 3D Sensor

leon.ward@sourcefire.com
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IP: 192.168.10.123
0OS: Windows XP
Name: Haktar

User: Dave
Services: Default MS
Client Apps: Outlook
Express 6, Internet
Explorer 6

OS: Ubuntu 8.10. Services: ssh, samba 2:3.2.3, VMware Server 2.0
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IP 192.168.10.129
0OS Windows XP
Name: Lucy

User: Bob

Services: Default MS
Client Apps: IE6

IP 192.168.10.128

0OS Windows XP

Name Sal9000

User: Charlie
Services: Default MS
Client Apps: Bittorrent,

IE6, MSN 4.7,
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